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The story actually begins with Spotify. A popular streaming service.

At the end of 2019, they released Spotify Wrapped: Statistics about your
listening habits over the course of the year.



List of Spotify stats websites (and not just stats)

A few days ago, /u/YEEZYYEEZYBREEZY!*] © submitted this!?] post about his very cool stats
website for Spotify. Over the years I gathered few similar pages, so I decided to share them
with you.

Spotify sites
Spotify Statisticsi®l: Stats of your playlists and most favourite artists, songs and genres, all in
nice designe complete with charts

Shuffle Gurul®l; Something like music dashboard. It shows song you are just playing (and its
cover), music controller and lyrics. Very useful for house parties, you can have all the music
info on the TV.

Obscurifyts]: Tells you how unique you music taste is in compare to other Obscurify users.
Also shows some recommendations.

Spotify.mel®l: Official stats website.

kileyl”): Web app to better manage your music and discover new.
Sort your musici®); Lets you sort your playlist by all kinds of different parameters such as
BPM, artist, length and more.
EDIT:
Spotify Charts(®l; Daily worldwide charts from Spotify. Thanks to /u/highreserve!t?] & for this
contribution.

uTrack{*!); Android app which generates playlist from your top tracks. Thanks to
u/malicious_banjo!*2] © for this contribution.

I thought this was really cool, and wanted more. Found a reddit post about other
Spotify stats services. Nice!



e Spotify

Spotify.me

You agree that Spotify.me will be able to:

Of course I decided to install these services. By “install,” I mean consent to
whatever terms and permissions this nag screen showed.



You've given these apps access to your Spotify account. To prevent them from future access,

click "Remove Access”.

Spotify.me
Log-in to Spotify.me to see your own listening in

action.

Spotify Community
Log in to the Community with your Spotify
account. Please contact Customer Support for

more information.

Hulu

Now with your Hulu subscription you have access
to Next-day TV, originals series, thousands of hit
shows, movies and more.

Shazam
Play any song in full. Add it to any playlist. All

without leaving Shazam.

Spotify Music Bot
Spotify Music Bot on Facebook Messenger

Before long, I realized I just granted a whole bunch of these things
programmatic access to my Spotify account via the Spotify application
programming interface (API).

But this is small potatoes. Who cares if external services can read my Spotify
data? What’s the worst that could happen?



Well, this was the same mechanism that resulted in Mr. Zuckerberg being hauled
in front of Congress in 2018.

A researcher had written a quiz app that obtained programmatic access to
people’s Facebook data. The scope of that access was far broader than people
expected (it collected data from quiz app users *and* their friends), and was
later used in targeted political advertising. This was the Cambridge Analytica
scandal.

Facebook eventually placed additional restrictions and safeguards on apps using
the Facebook API. Limits on what personal data third-party apps can access, and
authorizations expiring if the user hasn’t used an app for a while.



what about other major online services
and their APIs?

This got me thinking: Have other major online services placed similar
safeguards on their APIs?



https://myaccount.google.com/permissions

Looked at company Google account. We use Zoom a lot internally, and my
account automatically had Zoom integration authorized.

Some interesting permissions.



Google Calendar AP

& Google Photos APIs

M Gmail > API

&. Google Drive AP

Google Contacts API

Bl Google Docs > APl v1

Google offers a large number of APIs, that give third-party software
programmatic access to private user data.

This is just a small sample.



L—P Lesson Plan Submit

Memphis Teacher Residency

Submi-f:

+ Docs Add-on

Domain Install

Lesson Plan Submit X

Lesson Plan Type
Daily ® Weekly Unit

(Starting) Date:
06/11/2015

Submit to

Self-assessment

Incomplete

Asking for Careful Review
® Feeling Good

| feel best about

Independent Practice

Google uses OAuth to allow users to authorize third-party software to access
their private data held on Google servers.

If I want to authorize an app, [ have to be logged into Google, find where the
app is being offered, then install it onto my account.
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2sson Plan Submit wants to
access your Google Account

I allow to!

The app installation process will notify me of the app’s API permissions and ask
for my permission.

This screen is generated by Google, and is standard for all apps that ask for
authorization for user data. Same prompt for web apps, mobile apps, Slack
addons, etc.
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what API authorizations are
third-party apps asking from Google users?

There’s a whole ecosystem of software products that request access to Google
user data. Totally legitimate purposes, like email apps, Slack bots, document
editors that save to Google Drive, etc.

Got me thinking about research questions though.
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what safeguards are in place
to reduce risk of APl misuse?

There’s a whole ecosystem of software products that request access to Google
user data. Totally legitimate purposes, like email apps, Slack bots, document
editors that save to Google Drive, etc.

Got me thinking about research questions though.
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= ’) G Suite Marketplace Q @ @

Recommended for G Suite ©

$orooocs

Asana AODocs

Most Popular

VisiBL
FormPublisher
Form Publisher diagrams.net Screencastify Video Digication
Top Rated

MP3 Volume
” Form Approvals Changer, /=
Turn Google Form subs ‘r\ MP3Gain K

PissworiErorect nto interactive w G
for Google Docs v @ ¢

Password Protect for. Form Approvals MP3 Volume Change

The G Suite Marketplace is a convenient centralized repository of web apps that
integrate with Google APIs

Mostly business and productivity focused.
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scraped all marketplace categories
(e.g., “business tools,” “utilities,” etc.)

data from January 2, 2020
987 apps installable on free account

889 apps requested APl permissions

Scraped the G Suite marketplace.

Corpus of 987 installable apps. Some apps were only installable on proper G
Suite accounts with admins (i.e., organizations)

15



Frequency
(from N=987 apps)
Display and run third-party web content in prompts and

sidebars

Connect to an external service

See, edit, create, and delete your spreadsheets in
Google Drive

Allow this application to run when you are not present
See, edit, create, and delete all of your Google Drive files

Most common permissions requested
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481 apps can connect to external services

21% have full access to Google Drive data

17% can read email while running as an add-on

3% have full access to Contacts data

Most common permissions requested for apps that can connect to an external
service.
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o Equation Editor ++

2y

There’s no mandatory disclosure for what external services are used or for what

purpose.

Developers can voluntarily disclose this in the app description or the privacy
policy, but that’s optional. User has to go out of the way to find out, and not even

reliable.
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This app isn't verified
[This ap t been verified by Google yet |

Given these risks, what’s the platform doing?

Some apps threw this warning at installation. Something about app verification,
but can still be installed.
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OAuth user quotas

The OAuth user quotas are summarized in the following table. These might be adjusted for
specific apps based on the app history, developer reputation, and riskiness

Applicable apps

Quota

Appeal

New
user
cap

Apps that present the
unverified app screen to
users

100 new users in total, after
the app presents the verification f
unverified app screen your apj

For more information, see the OAuth Appli

page

Apps require verification if they use “sensitive” or “restricted” scopes for API
authorizations. The most stringent review is for the Gmail and Drive scopes.

Apps under review have a limit on new users, but subject to Google’s discretion.

What does this discretion look like?
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277 unverified apps encountered

144 unverified apps could still be installed

initial data collection on January 2, 2020

re-examined 144 unverified apps 16 days later
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Unverified App User growth
(Jan. 2to 18)

Chemistry Question Generator +9,398

YouCanBook.me +7,158

Hippo Video +2,332
ezShared Contacts +1,135
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what’s next?

Close off with thoughts on future research directions
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Access Google APls more easily

Google APIs give you programmatic access to Google Maps, Google Drive, YouTube, and
many other gle products. To make coding against these APIs easier, Google provides
client libraries that can reduce the amount of code you need to write and make your code
more robust

The libraries can also make it simpler to set up authorization and authentication. If your
website or app requires users to sign in, check out Google's Identity Platform products

Libraries for Google APIs

@ Java o Python @ PHP @ NET
° JavaScript @ Objective-C o Dart Q Ruby

This initial investigation only looked at web apps offered on the G Suite
Marketplace.

There are many other classes of software that integrate with these APIs: mobile
apps, desktop apps, etc.

Worth it to look at a broader set of software that use these APIs.



& Apps with access to your account

Third-party apps with account access

You gave these sites and

f e of y / t data, ir j info that
may be sensitive. Remove acce fort ey ert t

@) 2 of your apy

A academia.edu O

B  ooodie Kingdom Ha

Has access 1o Google Contacts

Mario Kart Tour Has access to Google Play

I asked a friend to look at his Google account for API authorizations. Found lots.

How prevalent are these apps? What permissions do they use? How long have
they been authorized? Are users surprised?
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How about controls and disclosure?

We’ve learned a lot about how users navigate permissions on mobile devices.
Install-time permissions are out, and run-time permissions are in.

Users can understand context and infer when and why an app needs to exercise a
certain privilege. Can we do the same for web API authorizations?
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THANKS!

(/;) apiprivacy.irwinreyes.com

y @irwinreyescom

s irwin.reyes@twosixlabs.com
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